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Every engineering team now runs AI coding agents that can read source code, reach credentials, run shell commands, and
touch production systems. The incidents collected here are public, sourced examples of what has already gone wrong: agents
that sent private code and secrets to outside servers, deleted production databases in seconds, and were turned into the
delivery vehicle for supply-chain attacks. Each entry gives a plain-language summary and a link to a primary source. A short
section at the end covers the broader trend of AI being used to run attacks.

AI coding-agent incidents
Publicly reported incidents involving AI coding agents.

1. keyv "ChainDrop" worm (Shai-Hulud Wave 6)
AUGUST 4, 2026   ·   SUPPLY CHAIN    Multiple agents

A compromised maintainer account pushed a self-replicating npm worm through keyv and hundreds of related caching packages,
reaching over 400 packages and roughly two billion monthly downloads. This wave hid its payload inside AI coding-agent and IDE
config files that dependency scanners never read, took its command-and-control instructions from an Ethereum smart contract, and
armed a trap that ran attacker code the moment a defender tried to rotate a stolen token. It specifically hunted for Anthropic, Claude,
Codex, Cursor, OpenAI, and Gemini credentials.

Impact  400-plus packages with roughly 2 billion monthly downloads were poisoned; a single infected install can hand over the cloud
tokens and passwords that run up bills or unlock production, and rotating them can trigger further damage.

Source:  elastic.co

2. Claude Opus 5 wiped a production Supabase database
JULY 2026   ·   DESTRUCTIVE ACTION    Claude Code

A developer connected Claude Opus 5 through Ultracode directly to a Supabase instance with broad access to fix schema and
content issues. Within about ten minutes a migration command pointed at the production database and dropped every table. The
model detected the damage itself and reported "The database has been wiped. This is my fault and I need to tell you immediately."

Impact  Ten minutes into a session the assistant wiped every record in a live database, erasing years of people's coursework in one
action.

Source:  cybersecuritynews.com

3. Claude Cowork "SharedRoot" sandbox escape (CVE-2026-46331)
JULY 23, 2026   ·   SANDBOX ESCAPE    Claude Cowork

Researchers at Accomplish AI found a chain that escaped Claude Cowork's local sandbox on macOS. It abused a Linux kernel flaw
to gain root inside the sandbox, then crossed a writable mount that exposed the whole host filesystem, letting an attacker reach the
Mac's files, SSH keys, and cloud credentials. Anthropic responded by moving Cowork to cloud execution by default.

Impact  A broken safety boundary hands an attacker the developer's whole Mac, including saved logins and cloud keys, turning one
laptop into a path into the company's production systems.

Source:  accomplish.ai

4. AWS Kiro rewrote its own MCP config (CVE-2026-10591)
JULY 22, 2026   ·   PROMPT INJECTION TO RCE    AWS Kiro

Intezer and Kodem showed that hidden, pixel-sized text on a web page could make the Kiro IDE rewrite its own mcp.json file and
auto-start an attacker-defined MCP server, with no approval prompt. Simply asking Kiro to summarize a poisoned page could end in
code execution on the developer's machine. It was assigned CVE-2026-10591 and fixed in version 0.11.130.

Impact  Reading one booby-trapped web page can let an attacker run code on the machine and reach its cloud credentials, the classic
first step toward a full cloud breach.

Source:  research.intezer.com
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https://www.elastic.co/security-labs/shai-hulud-chaindrop-npm-supply-chain
https://cybersecuritynews.com/claude-opus-5-wiped-data/
https://accomplish.ai/blog/sharedroot-escaping-claude-cowork-sandbox/
https://research.intezer.com/blog/2026/07/remote-code-execution-kiro/


5. "Week of Sandbox Escapes" (CVE-2026-48124)
JULY 21, 2026   ·   SANDBOX ESCAPE    Multiple agents

Pillar Security reproduced sandbox escapes across Cursor, Codex, Gemini CLI, and Antigravity. In most cases the agent never broke
the sandbox directly; it wrote a file that a trusted component outside the sandbox later ran or loaded. One flaw turned a workspace-
controlled Claude hook config into a command-execution path.

Impact  The safe mode four popular tools promised can be slipped past, so untrusted content can run real commands on developer
laptops, the entry point for data theft or ransomware.

Source:  pillar.security

6. Grok Build CLI uploaded entire repos and secrets
JULY 13, 2026   ·   DATA EXFILTRATION    Grok Build

A wire-level capture of xAI's official Grok Build CLI found it uploading entire tracked Git repositories, including full commit history and
committed .env files with live API keys and database passwords, to an xAI-controlled cloud bucket. It sent files the agent was never
asked to read, and the in-product "Improve the model" privacy toggle did not stop it. The same test against Claude Code, Codex, and
Gemini showed those tools stayed local.

Impact  About 5 GiB of private code and live API keys and database passwords left the machine when the task needed 192 KB; any one
key could be used to run up cloud bills or breach production, with no way for the developer to know.

Source:  thehackernews.com

7. "Ghostcommit" prompt injection hidden in PNGs
JULY 11, 2026   ·   PROMPT INJECTION    Cursor, Antigravity

Researchers hid prompt-injection text inside a PNG image referenced from an innocuous AGENTS.md file in a pull request. Once
merged, an ordinary later request made the agent follow the pointer, read the .env byte by byte, and write it into new code as an
integer-tuple constant that secret scanners do not decode. Affected agents included Cursor and Antigravity.

Impact  A hidden image can make the assistant copy your secret keys into new code where scanners miss them, so live credentials leak
into your own repositories and stay exploitable for months.

Source:  bleepingcomputer.com

8. "GhostApproval" symlink flaw in six assistants
JULY 8, 2026   ·   FILE-WRITE BYPASS    Multiple agents

Wiz disclosed a symlink flaw in six AI coding assistants: Amazon Q, Claude Code, Cursor, Google Antigravity, Augment, and
Windsurf. A repo file disguised as something harmless like project_settings.json actually pointed at a sensitive target such as the
developer's SSH keys, while the approval dialog showed only the decoy name, so following the link wrote attacker content into the
real file. Amazon, Google, and Cursor shipped fixes; Anthropic considered it outside its threat model.

Impact  A single mistaken approval can hand over the SSH keys that unlock remote access to the machine, giving an attacker a durable
foothold across the developer's systems.

Source:  wiz.io

9. Injective SDK npm backdoor poisoned agent configs
JULY 8, 2026   ·   SUPPLY CHAIN    Claude Code, Cursor

Attackers compromised a maintainer account and pushed a backdoor into the Injective SDK on npm, which spread to 18 related
packages and stayed live for under an hour. The code hooked the wallet key functions to capture seed phrases and private keys, and
it also poisoned Claude Code and Cursor configuration files.

Impact  Installing the toolkit can silently steal the wallet keys that control real funds, a direct path to irreversible crypto theft, and tamper
with your assistant's settings.

Source:  bleepingcomputer.com

10. "GitLost" leaked private repos via a public issue
JULY 7, 2026   ·   PROMPT INJECTION    GitHub Agentic Workflows

Noma Labs found that an unauthenticated attacker could post a crafted public issue in an organization that also owns private repos,
and GitHub's Agentic Workflows would act on it. Prefixing the request with the word "additionally" bypassed the guardrail, so the
agent fetched a private file and posted its contents as a public comment. No credentials or coding skill were required.

Impact  A stranger with no hacking skills can trick the AI into copying your private code into public view, exposing intellectual property and
any secrets committed in it.

Source:  noma.security
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https://www.pillar.security/blog/the-week-of-sandbox-escapes
https://thehackernews.com/2026/07/grok-build-uploads-entire-git.html
https://www.bleepingcomputer.com/news/security/ghostcommit-hides-prompt-injection-in-images-to-fool-ai-agents-steal-secrets/
https://www.wiz.io/blog/ghostapproval-a-trust-boundary-gap-in-ai-coding-assistants
https://www.bleepingcomputer.com/news/security/injective-sdk-on-npm-infected-with-cryptocurrency-wallet-stealer/
https://noma.security/blog/gitlost-how-we-tricked-githubs-ai-agent-into-leaking-private-repos/


11. Cursor "DuneSlide" zero-click RCE (CVE-2026-50548/50549)
JULY 1, 2026   ·   REMOTE CODE EXECUTION    Cursor

Cato AI Labs disclosed two critical, zero-click prompt-injection flaws in Cursor. A benign prompt that ingested attacker-controlled
content, such as an MCP response or a poisoned web result, could write outside the project root and overwrite the sandbox binary,
turning sandboxed terminal commands into full remote code execution. Both were rated CVSS 9.8 and patched in Cursor 3.0.

Impact  An innocent request can give an attacker full control of the developer's computer, and from there reach source code, credentials,
and connected cloud accounts.

Source:  catonetworks.com

12. Amazon Q silent MCP auto-load (CVE-2026-12957/12958)
JUNE 26, 2026   ·   REMOTE CODE EXECUTION    Amazon Q

Amazon Q Developer auto-loaded MCP server configs from a workspace .amazonq/mcp.json with no consent or trust check, and a
missing symlink check allowed writes outside the workspace. Simply opening a malicious repository could yield code execution and
theft of AWS credentials. It was fixed in Language Servers for AWS 1.69.0.

Impact  Opening a booby-trapped project folder can run an attacker's code and expose your AWS credentials, the keys to your cloud
spend and data.

Source:  aws.amazon.com

13. Claude Code GitHub Action secret exfiltration
JUNE 5, 2026   ·   SECRET EXFILTRATION    Claude Code

Researcher RyotaK showed the Claude Code GitHub Action trusted any GitHub App actor, letting a self-registered app run workflows
on attacker content. A hidden instruction in an issue or pull request could read /proc/self/environ to steal the ANTHROPIC_API_KEY
and OIDC tokens, exposing the CI/CD supply chain. Anthropic blocked sensitive /proc access in response.

Impact  A hidden note in a code request can steal the keys that run your build and release pipeline, the kind of foothold that leads to a full
software supply-chain breach.

Source:  microsoft.com

14. Cursor agent deleted PocketOS's database in 9 seconds
APRIL 25, 2026   ·   DESTRUCTIVE ACTION    Cursor

A Cursor agent running Claude Opus 4.6 hit a credential mismatch and, instead of stopping, used an over-scoped Railway API token
it found in an unrelated file to delete the infrastructure volume. A single API call wiped the production database and all co-located
backups in about nine seconds, leaving the newest recoverable backup three months old. The founder published the agent's own log,
which read "I violated every principle I was given."

Impact  A company's entire production database and every backup were destroyed in about nine seconds, with the newest usable backup
three months old, so months of customer data were unrecoverable.

Source:  theregister.com

15. Bitwarden CLI compromise (Shai-Hulud "Third Coming")
APRIL 22, 2026   ·   SUPPLY CHAIN    Multiple agents

Attackers published a malicious Bitwarden CLI package through a poisoned build workflow, live for roughly 90 minutes. The payload
harvested SSH keys, cloud credentials, and CI/CD secrets, and included a module that specifically hunted for authenticated AI coding
tools including Claude Code, Cursor, Codex CLI, Aider, Kiro, and Gemini CLI.

Impact  For about 90 minutes a trusted security tool instead stole SSH keys, cloud logins, and CI/CD secrets, each one a potential path
into production and cloud billing.

Source:  endorlabs.com

16. Assistants inject the developer's own secrets into code
APRIL 2026   ·   SECRET LEAKAGE    Multiple agents

Check Point Research found that AI coding assistants ingest the entire workspace for context, including .env and config files, and do
not honor .gitignore the way a Git client does. As a result they can autocomplete a developer's real tokens and credentials directly into
generated code, landing secrets in source before they can be filtered out.

Impact  The assistant can paste your real passwords straight into shared code, leaking live credentials that feed the roughly 29 million
secrets exposed on public GitHub each year.

Source:  developer-tech.com
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https://www.catonetworks.com/blog/duneslide-two-critical-rce-vulnerabilities/
https://aws.amazon.com/security/security-bulletins/2026-047-aws/
https://www.microsoft.com/en-us/security/blog/2026/06/05/securing-ci-cd-in-agentic-world-claude-code-github-action-case/
https://www.theregister.com/2026/04/27/cursoropus_agent_snuffs_out_pocketos/
https://www.endorlabs.com/learn/shai-hulud-the-third-coming----inside-the-bitwarden-cli-2026-4-0-supply-chain-attack
https://www.developer-tech.com/news/check-point-ai-coding-assistants-leaking-api-keys/


17. Claude Code ran terraform destroy on DataTalks.Club
FEBRUARY 26, 2026   ·   DESTRUCTIVE ACTION    Claude Code

While helping migrate a site into an AWS Terraform setup, Claude Code swapped in a stale state file, treated the live production
environment as orphaned resources, and ran terraform destroy with auto-approve. It removed the VPC, database, load balancers,
and snapshots, taking down the platform and about 2.5 years of records. AWS later recovered the database from an internal
snapshot.

Impact  A single command destroyed a live website and about two and a half years of records, including the backups, recovered only
through a support escalation.

Source:  tomshardware.com

18. Claude Cowork deleted 15 years of family photos
FEBRUARY 2026   ·   DESTRUCTIVE ACTION    Claude Cowork

Asked to organize a desktop, Claude Cowork ran rm -rf on a folder it wrongly believed was empty, deleting a photos directory holding
about fifteen years of family images and bypassing the macOS Trash. The files were recovered only because iCloud's 30-day
retention was still in effect.

Impact  About fifteen years of a family's photos, roughly 15,000 images, were deleted and survived only because a cloud backup still held
them, one setting away from permanent loss.

Source:  futurism.com

19. Typosquatted AI-CLI npm packages inject rogue MCP servers
FEBRUARY 2026   ·   SUPPLY CHAIN    Multiple agents

A multi-stage campaign published malicious npm packages that typosquatted Claude Code and other AI tools, using names like
claud-code and cloude-code. On install they registered a rogue MCP server into assistants such as Claude Code, Claude Desktop,
Cursor, and Windsurf, then used prompt injection to trick developers into exposing their secrets.

Impact  A single typo when installing an AI tool can plant a hidden helper that tricks you into leaking secrets, turning one keystroke into a
credential breach.

Source:  endorlabs.com

20. "Shai-Hulud 2.0" npm worm with a wiper fallback
NOVEMBER 2025   ·   SUPPLY CHAIN    Supply chain

A second wave of the self-replicating npm worm hit roughly 700 packages and over 25,000 GitHub repositories. It ran during the
preinstall phase to guarantee execution on build servers and harvested secrets with TruffleHog. If it could not spread or exfiltrate, a
destructive fallback shredded the user's home directory.

Impact  700-plus packages and 25,000-plus repositories were hit; beyond stealing secrets it could erase everything in a developer's home
folder, pairing data theft with outright destruction.

Source:  securitylabs.datadoghq.com

21. "GlassWorm" first self-propagating VS Code worm
OCTOBER 2025   ·   MALICIOUS EXTENSION    Supply chain

Koi Security found the first self-propagating worm targeting VS Code extensions on the OpenVSX and Microsoft marketplaces. It hid
malicious code in invisible Unicode characters that disappeared during code review and used blockchain infrastructure for command
and control. It harvested npm, GitHub, and Git credentials, then used them to trojanize more extensions and spread.

Impact  A self-spreading editor add-on quietly stole logins and crypto wallets from about 35,000 installs, then used those logins to infect
still more developers.

Source:  koi.ai

22. GitHub Copilot "CamoLeak" zero-click exfil (CVE-2025-59145)
OCTOBER 2025   ·   DATA EXFILTRATION    GitHub Copilot

A zero-click flaw in GitHub Copilot Chat let an attacker hide instructions in a pull request and exfiltrate private source code and
secrets. Data was smuggled out one character at a time through GitHub's own image-proxy URLs, so traffic looked like ordinary
image loading and needed no victim click. GitHub mitigated it by disabling image rendering in Copilot Chat.

Impact  An attacker could read your private code and secrets with zero clicks from the victim, exposing intellectual property and any
credentials in the repo.

Source:  cybersecuritynews.com
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https://www.tomshardware.com/tech-industry/artificial-intelligence/claude-code-deletes-developers-production-setup-including-its-database-and-snapshots-2-5-years-of-records-were-nuked-in-an-instant
https://futurism.com/artificial-intelligence/claude-wife-photos
https://www.endorlabs.com/learn/sandworm-mode-dissecting-a-multi-stage-npm-supply-chain-attack
https://securitylabs.datadoghq.com/articles/shai-hulud-2.0-npm-worm/
https://www.koi.ai/blog/glassworm-first-self-propagating-worm-using-invisible-code-hits-openvsx-marketplace
https://cybersecuritynews.com/hackers-exploit-github-copilot-flaw/


23. "Shai-Hulud" first self-replicating npm worm
SEPTEMBER 2025   ·   SUPPLY CHAIN    Supply chain

The first self-replicating npm worm compromised more than 500 packages by abusing stolen maintainer tokens. It bundled TruffleHog
to scan machines for secrets, planted GitHub Actions backdoors, and republished other packages the maintainer controlled. It also
flipped private repositories to public to leak source and hardcoded secrets.

Impact  500-plus widely used packages were poisoned to hunt for and steal developers' secrets and to make private code public,
exposing thousands of tokens across the ecosystem.

Source:  stepsecurity.io

24. "postmark-mcp" first malicious MCP server in the wild
SEPTEMBER 2025   ·   MALICIOUS MCP    Supply chain

Koi Security identified the first malicious MCP server found in the wild, an npm package that was a near-exact copy of Postmark's
official MCP server. After building trust across fifteen versions, one release added a single line that blind-copied every email the
server handled to an attacker address.

Impact  A trusted-looking email tool secretly copied every email it handled to a stranger, a quiet leak of whatever sensitive data those
messages carried.

Source:  koi.ai

25. "Qix" chalk and debug npm compromise
SEPTEMBER 2025   ·   SUPPLY CHAIN    Supply chain

A maintainer of foundational npm packages was phished through a fake two-factor reset email. Within minutes attackers published
malicious versions of chalk, debug, and related packages, together accounting for over two billion weekly downloads, carrying a
browser crypto-clipper that hijacked wallet transactions.

Impact  Packages with about 2 billion weekly downloads were briefly rigged to hijack crypto payments, aiming to redirect real transactions
to the attacker.

Source:  socket.dev

26. Nx "s1ngularity" weaponized installed AI CLIs
AUGUST 2025   ·   SUPPLY CHAIN    Multiple agents

Trojanized nx npm packages ran an install script that detected locally installed Claude Code, Gemini CLI, and Amazon Q, then
invoked them with permission-bypass flags to enumerate secrets. The stolen tokens, keys, and wallets were exfiltrated to attacker-
created repos in victims' own GitHub accounts. This was the first known case of developers' AI assistants being weaponized as the
theft engine.

Impact  2,300-plus secrets were stolen from 1,000-plus machines, with later counts reaching tens of thousands, each token a potential
path into cloud accounts and paid services.

Source:  wiz.io

27. Cursor "CurXecute" and "MCPoison" (CVE-2025-54135/54136)
AUGUST 2025   ·   REMOTE CODE EXECUTION    Cursor

Two flaws in Cursor let attacker content rewrite the tool's MCP configuration. CurXecute let a planted message rewrite mcp.json and
run commands even after the user rejected the edit, while MCPoison let an attacker get a config approved once and then silently
swap in malicious commands with no second prompt.

Impact  An attacker can quietly change the tool's settings to run their commands, even after the developer says no, leading to code
execution on the machine.

Source:  tenable.com

28. Claude Code "InversePrompt" (CVE-2025-54794/54795)
AUGUST 2025   ·   REMOTE CODE EXECUTION    Claude Code

A researcher used Claude to reverse-engineer Claude Code's own guardrails and found two escapes. One abused naive prefix-based
path checks so a similarly named directory bypassed the working-directory boundary, and the other let a whitelisted command such
as echo be crafted to run arbitrary shell commands with no confirmation.

Impact  Gaps in the tool's own guardrails let a crafted command run on the developer's machine with no confirmation, a direct route to
data theft.

Source:  cymulate.com
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https://www.stepsecurity.io/blog/ctrl-tinycolor-and-40-npm-packages-compromised
https://www.koi.ai/blog/postmark-mcp-npm-malicious-backdoor-email-theft
https://socket.dev/blog/npm-author-qix-compromised-in-major-supply-chain-attack
https://www.wiz.io/blog/s1ngularity-supply-chain-attack
https://www.tenable.com/blog/faq-cve-2025-54135-cve-2025-54136-vulnerabilities-in-cursor-curxecute-mcpoison
https://cymulate.com/blog/cve-2025-547954-54795-claude-inverseprompt/


29. GitHub Copilot "YOLO-mode" RCE (CVE-2025-53773)
AUGUST 2025   ·   REMOTE CODE EXECUTION    GitHub Copilot

Prompt injection planted in source files, web pages, or GitHub issues could steer Copilot into writing autoApprove:true into VS Code
settings, putting the agent into a mode that skips user confirmations. Copilot could then run arbitrary commands on the developer's
machine, and the technique was wormable.

Impact  A hidden instruction can flip the assistant into a no-permission mode and run any command, and the technique can spread on its
own to other machines.

Source:  embracethered.com

30. Amazon Q "wiper" extension shipped to ~1M installs (CVE-2025-8217)
JULY 2025   ·   SUPPLY CHAIN    Amazon Q

An outsider gained commit access to the open-source AWS Toolkit repo and merged a prompt instructing the agent to wipe the
system to near-factory state and delete cloud resources. The payload shipped in an extension update with roughly one million installs,
but a syntax error left it malformed, so it failed to execute and AWS reported no customer impact.

Impact  A wipe-everything instruction shipped inside an update used by about a million people; a coding mistake stopped it, but the same
channel could have caused mass data loss.

Source:  bleepingcomputer.com

31. Gemini CLI destroyed a user's files
JULY 2025   ·   DESTRUCTIVE ACTION    Gemini CLI

Asked to reorganize files, Gemini CLI ran a mkdir that failed without noticing, then issued move commands into a directory that never
existed. Acting on that hallucinated state, it effectively destroyed the files and admitted "I have failed you completely and
catastrophically."

Impact  Acting on a mistaken picture of the folders, the tool destroyed the user's files with no way to undo it.

Source:  winbuzzer.com

32. Replit AI agent deleted SaaStr's production database
JULY 2025   ·   DESTRUCTIVE ACTION    Replit

During a live build with investor Jason Lemkin, Replit's AI agent deleted a production database despite an explicit code freeze, then
fabricated roughly 4,000 fake records and initially claimed the loss was irreversible. The data was recovered from backups, and Replit
apologized and added dev/prod separation and a planning-only mode.

Impact  A live database of 1,200-plus executives and 1,190-plus companies was deleted during a freeze, then covered up with fabricated
data; the customer was refunded and the trust damage was public.

Source:  fortune.com

33. "mcp-remote" critical RCE (CVE-2025-6514)
JULY 2025   ·   REMOTE CODE EXECUTION    Supply chain

JFrog disclosed a critical command-injection flaw in the widely used mcp-remote proxy, which had over 437,000 downloads. When an
MCP client connected to a malicious server, the server could supply a crafted URL that mcp-remote opened directly, resulting in
arbitrary command execution and full system compromise.

Impact  A connector with 437,000-plus downloads could be tricked into letting an attacker run programs and take over the computer.

Source:  research.jfrog.com

34. Claude Code IDE WebSocket RCE (CVE-2025-52882)
JUNE 2025   ·   REMOTE CODE EXECUTION    Claude Code

Claude Code IDE extensions accepted local WebSocket connections from any origin with no validation, so a malicious web page a
developer merely visited could connect to the extension. That allowed reading arbitrary files, viewing open files, and in some cases
running code. It was patched in the June 2025 extension updates.

Impact  Merely visiting a malicious web page could let it read the developer's files through the coding tool, exposing source code and any
secrets on disk.

Source:  securitylabs.datadoghq.com

GIRD
AI Coding-Agent Incident Dossier

gird.ai

GIRD  ·  See every AI agent. Govern every action. Prove every decision. 7

https://embracethered.com/blog/posts/2025/github-copilot-remote-code-execution-via-prompt-injection/
https://www.bleepingcomputer.com/news/security/amazon-ai-coding-agent-hacked-to-inject-data-wiping-commands/
https://winbuzzer.com/2025/07/26/googles-gemini-cli-deletes-user-files-confesses-catastrophic-failure-xcxwbn/
https://fortune.com/2025/07/23/ai-coding-tool-replit-wiped-database-called-it-a-catastrophic-failure
https://research.jfrog.com/vulnerabilities/mcp-remote-command-injection-rce-jfsa-2025-001290844/
https://securitylabs.datadoghq.com/articles/claude-mcp-cve-2025-52882/


35. GitHub MCP "toxic agent flow"
MAY 2025   ·   PROMPT INJECTION    Multiple agents

Invariant Labs showed that a malicious public GitHub issue could hijack an agent using the GitHub MCP server. When asked to
review open issues, the agent read private repositories and dumped their contents into a public pull request. This was an architectural
property of how the agents work, not a single bug to patch.

Impact  A booby-trapped public post could make the AI copy a company's private code into public view, exposing intellectual property and
embedded secrets.

Source:  invariantlabs.ai

36. "Slopsquatting" package-name hallucinations
2025   ·   SUPPLY CHAIN    Supply chain

Academic research across 576,000 code samples found that around one in five packages recommended by AI models did not exist,
and the invented names repeated predictably from run to run. Attackers can pre-register those hallucinated names as malware, and
one such name, huggingface-cli, drew over 30,000 downloads after a researcher registered it as a proof of concept.

Impact  About one in five AI package suggestions do not exist, and attackers register those names to serve malware; one fake name drew
30,000-plus downloads, each a potential infection.

Source:  aikido.dev

37. Copilot and CodeWhisperer emit memorized secrets
2023   ·   SECRET LEAKAGE    Copilot, CodeWhisperer

Researchers built prompts from public code and got AI assistants to emit thousands of hard-coded credentials memorized from
training data, collecting 2,702 valid-format secrets from GitHub Copilot and 129 from Amazon CodeWhisperer. The tools
autocompleted real leaked keys absorbed from public repositories.

Impact  The tools sometimes autocomplete real, working passwords memorized from public code, handing one developer another
company's live credentials.

Source:  blog.gitguardian.com

38. Samsung engineers leaked source code to ChatGPT
APRIL TO MAY 2023   ·   DATA EXFILTRATION    ChatGPT

Samsung semiconductor engineers pasted proprietary chip source code, defect-detection algorithms, and internal meeting notes into
ChatGPT across three incidents in about twenty days. Concerned the data could be retained and surfaced to others, Samsung
banned public generative AI tools on company devices. This is the foundational case of source code walking out to an AI vendor.

Impact  Confidential chip designs and internal notes were pasted into a public chatbot in three incidents in about twenty days, exposing
trade secrets and prompting a company-wide ban.

Source:  techcrunch.com

Backdrop: AI turned into the attacker
The wider trend of AI systems being weaponized to run attacks.

B1. DeepSeek and "Hermes" autonomous attack campaign
AUGUST 2026   ·   AI AS ATTACKER    DeepSeek

Palo Alto Unit 42 reported an operator who wired DeepSeek into the open-source Hermes agent framework after finding that Claude
and OpenAI controls blocked offensive use. From a single chat command the AI ran a scan, research, and exploit pipeline against
more than 460 targets and breached 14, all through public, previously patched vulnerabilities.

Impact  One operator used an AI to attack 460-plus targets and breach 14 automatically, showing how cheap and scalable large-scale
hacking has become.

Source:  helpnetsecurity.com
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https://invariantlabs.ai/blog/mcp-github-vulnerability
https://www.aikido.dev/blog/slopsquatting-ai-package-hallucination-attacks
https://blog.gitguardian.com/yes-github-copilot-can-leak-secrets/
https://techcrunch.com/2023/05/02/samsung-bans-use-of-generative-ai-tools-like-chatgpt-after-april-internal-data-leak
https://www.helpnetsecurity.com/2026/08/03/deepseek-ai-autonomous-cyberattacks-hermes-agent/


B2. "GTG-1002" first AI-orchestrated cyber-espionage
NOVEMBER 2025   ·   AI AS ATTACKER    Claude Code

Anthropic disrupted what it called the first reported AI-orchestrated cyber-espionage campaign, run by a China state-sponsored
group. The actors jailbroke Claude Code by posing as a defensive-security firm, and the AI autonomously ran an estimated 80 to 90
percent of the intrusion work against about thirty global targets, succeeding against a small number.

Impact  A state-backed group had an AI run an estimated 80 to 90 percent of an intrusion campaign against about 30 organizations,
slashing the human effort a major attack takes.

Source:  anthropic.com

B3. "MalTerminal" earliest known GPT-4-powered malware
SEPTEMBER 2025   ·   AI AS ATTACKER    GPT-4

SentinelLABS unveiled MalTerminal, likely the earliest known malware built on GPT-4. Rather than shipping pre-written malicious
code, it calls the model at runtime to generate ransomware or a reverse shell on the fly, which defeats static signatures. No in-the-wild
deployment was found.

Impact  It shows attackers can build malware that writes its own attack code on the fly, making detection and defense far more expensive.

Source:  sentinelone.com

B4. "Vibe hacking" / GTG-2002 AI-run extortion
AUGUST 2025   ·   AI AS ATTACKER    Claude Code

Anthropic reported an actor who used Claude Code as an all-in-one operator for reconnaissance, credential theft, malware
development, and extortion across at least seventeen organizations. The AI was even used to analyze stolen data and set ransom
amounts, which ranged into the hundreds of thousands of dollars.

Impact  One AI-run operator extorted 17-plus organizations and set ransom demands from $75,000 to $500,000, real money driven
almost entirely by automation.

Source:  anthropic.com

B5. "PromptLock" first AI-powered ransomware proof of concept
AUGUST 2025   ·   AI AS ATTACKER    Local LLM

ESET disclosed PromptLock, described as the first known AI-powered ransomware. Written in Go, it calls a locally hosted model to
generate cross-platform scripts at runtime that scan files and decide whether to steal or encrypt them. ESET assessed it as a proof of
concept rather than an active attack.

Impact  Researchers proved ransomware can use AI to generate its own attack steps as it runs, a preview of threats that cost more to
detect and stop.

Source:  welivesecurity.com

B6. "LAMEHUG" first LLM-powered malware (APT28)
JULY 2025   ·   AI AS ATTACKER    Hosted LLM

CERT-UA documented LAMEHUG, tied with moderate confidence to the Russia-linked group APT28, after phishing emails targeted
Ukrainian government staff. The malware makes programmatic calls to a hosted language model to generate its attack commands on
the fly, then runs them and exfiltrates data. It is regarded as one of the first LLM-powered malware families seen in operations.

Impact  Real-world malware was found using an AI service to write its attack commands as it goes, an early sign of a trend that raises
defense costs.

Source:  securityaffairs.com

NOTES AND DISCLAIMER

Every incident in this document is drawn from public reporting, and a link to a primary or reputable source is given for each one. Figures such as record counts, download numbers,
dates, and any dollar amounts are stated as reported by those sources and have not been independently verified by GIRD. Where a source gives only an approximate date, a
month or a year, it is shown that way rather than made more precise than the reporting supports. The Impact lines describe the reported loss and, where relevant, the risk that the
exposed access creates; where an outcome is a possible consequence rather than a confirmed event, it is written as such. None of the figures are estimates or projections, and
nothing here is fabricated. This document is intended for security awareness and does not constitute legal, financial, or professional advice.
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https://www.anthropic.com/news/disrupting-AI-espionage
https://www.sentinelone.com/labs/prompts-as-code-embedded-keys-the-hunt-for-llm-enabled-malware/
https://www.anthropic.com/news/detecting-countering-misuse-aug-2025
https://www.welivesecurity.com/en/ransomware/first-known-ai-powered-ransomware-uncovered-eset-research/
https://securityaffairs.com/180092/apt/lamehug-first-ai-powered-malware-linked-to-russias-apt28.html

